
Requirement:  
The NFS 1852.237-72, ACCESS TO SENSITIVE INFORMATION, clause requires the submittal of an Organizational Conflicts of Interest (OCI) Avoidance Plan.  Below is an outline that describes the minimum required content of the plan, which shall be submitted to the Contracting Officer with the proposal.  Note that this outline is for organizational and informational purposes only and may need to be expanded based on individual contract circumstances and requirements.  The contractor, not the Government, is ultimately responsible for ensuring that the appropriate content is included in its OCI Avoidance Plan.    
Instructions:

Where applicable, standard institutional responses have been provided in this template.

Bracketed italicized text provide instructions and/or recommended text.  Replace this text with text specific to the contract/project and reformat to non-italicized text.
Delete this first instructional page prior to submission.

ORGANIZATIONAL CONFLICTS OF INTEREST (oci)

AVOIDANCE pLAN

CONTRACT NUMBER – [TBD]
Award Date: [TBD]
Effective Date: [TBD]
ORGANIZATIONAL CONFLICTS OF INTEREST (OCI) AVOIDANCE PLAN
I.
INTRODUCTION:
A. Describe the company to include address and primary type of business.

Regents of the University of Michigan

1109 Geddes Ave
Ann Arbor, MI 48109-1079
Office of Research Administration: 1000 Victors Way, Ann Arbor, MI 48108-1364
The University’s primary type of business: higher education

B. Identify the Contract and/or Task Order Number and description of the scope of work requirements.

C. Identify who is responsible for this OCI Avoidance Plan.  State the name, title, mailing address, email address, phone number, and fax number of the individual in your company that will be responsible for OCI reporting and ensuring this plan is carried out and updated as needed.

II.
OCI AVOIDANCE PLAN AND PROCEDURES:

A. State the purpose and scope of this OCI Avoidance Plan.
The purpose of this plan is to address the identification, avoidance, and/or mitigation of organizational conflicts of interest issues and concerns associated with the [Name of Program] for the University of Michigan team.

B. Specify who this plan applies to (i.e., employees and all subcontractors who provided services on contract and/or task order).  Identify any affiliated companies/entities (e.g., a parent company or a wholly-owned subsidiary) and procedures for coordinating OCIs with such affiliated companies/entities.

This plan applies to employees who provide services on the contract. [No affiliated companies at this time, or add affiliates].
C. Describe the procedures for updating this plan, as necessary, to address specific, actual OCIs that may arise during contract and/or task order performance.  

As actual OCI’s arise during the contract and/or task order performance, the Department/Unit and Principal Investigator (PI) will consult with the appropriate U-M Conflict of Interest Office and the College/School/Institute for guidance on how best to proceed. If a conflict of interest is discovered the Department/Unit will work with the U-M Office of Research and Sponsored Projects (ORSP) to submit a revised OCI Plan to the agency program officer for approval and update of the contract. 

D. Define company roles, responsibilities, and procedures for screening (i.e., identifying/recognizing, analyzing/evaluating, resolving, and reporting) existing and new business opportunities for actual/potential OCIs.

The University of Michigan has established policies and procedures for identifying, reviewing, resolving, and reporting potential and actual conflicts of interests and conflicts of commitment, including OCIs, in the Standard Practice Guide for Conflicts of Interest and Conflicts of Commitment (SPG 201.65-1) and the Policy for Identification and Management of Conflicts of Interest in Research, Sponsored Research, and Technology Transfer (COI Research Policy).  These policies set forth the requirements for the disclosure of outside activities, relationships, and interests in external companies and other entities for individual or personal COIs.  
The COI Research Policy requires the investigators on funded research projects to disclose outside activities, relationships, and interests in the M-Inform disclosure system.  Disclosure is required at least annually and within 30 days of a change to an existing outside activity, relationship, or interest or engagement in new reportable outside activities, relationships, or interests (see disclosure process). M-Inform is used to identify potential/actual OCI situations.  Information about the OCI and general procedures are posted on U-M’s OCI information website.
E. Explain how the provisions of this OCI Avoidance Plan will be flowed-down to any subcontractor that may have a conflict with regard to performing the requirements of this contract and/or task order.  Discuss affected subcontractors’ OCI program as it relates to this contract and/or task order and specifically explain how affected subcontractors will identify, resolve, and report OCIs associated with this contract and/or task order.

[Add information, include subcontractor flow-down information, or enter “There are no subcontractors required.”]
F. Describe the procedures for reporting of all potential/actual OCIs during performance of the contract and/or task order.  An OCI report shall include: (1) a description of the conflict, (2) the plan for resolving the conflict, and (3) the benefits/risks vis-à-vis contract performance associated with plan approval/acceptance.

An OCI report will be sent to the contracting officer and will include: (1) a description of the conflict, (2) the plan for resolving the conflict, and (3) the benefits/risks vis-à-vis contract performance associated with plan approval/acceptance.

G. Explain how employees who will work on this contract and/or task order are trained specifically on the requirements of this OCI Avoidance Plan, how to protect sensitive information and safeguard it from unauthorized use and disclosure, and report breaches of this plan.  Also, explain the process for obtaining written affirmation from each employee stating that they have received and will comply with training on the authorized uses and mandatory protections of sensitive information needed in performing this contract and/or task order.
Each University employee working on the contract will be briefed on the OCI plan and receive guidance on how to protect the information they will be working on.  The University of Michigan has the Program for Education and Evaluation in Responsible Research and Scholarship (PEERRS) training (http://my.research.umich.edu/peerrs/) modules in MyLinc that includes: 1) Export Controls, 2) Responsible Conduct of Research and Scholarship Training, which incorporates Conflicts of Interest (COI), and 3) Research Administration training. U-M also includes training for outside activity disclosures and Conflicts of Interest requirements in the University of Michigan M-Inform Disclosure System (https://its.umich.edu/academics-research/research/eresearch/m-inform). 

At the request of the funding agency, Certificates of Achievement for training can be provided.  

Research projects requiring the implementation of special information security controls are reviewed by ORSP, UMOR’s Research Information Security Oversight Program (RISO), and obtain assistance from U-M’s IT services to determine the appropriate information security system/technology solution to use to secure and store the information.  When needed, an information security plan is created for the research project.  This plan will outline the policies and procedures the research team will follow (e.g., information access restrictions, laboratory security, etc.) to comply with the project requirements.  The plan must be signed by project personnel.
H. Explain the monitoring process to ensure that employees comply with all reasonable security procedures, report any breaches to the Contracting Officer, and implement any necessary corrective actions.

U-M’s Controlled Unclassified Information Governance Committee provides monitoring of the University’s RISO Program.  The Committee reviews policies, coordinates development of security solutions, approves system security plans, ensures all affected research projects comply with federal funding agency rules, and continually monitors the effectiveness of the program.

In addition, the Department and PI will conduct periodic reviews to ensure the security of the project is maintained to ensure that employees comply with all reasonable security procedures.  Breaches of the plan are reported to the RISO and forwarded to ORSP to communicate to the Contracting Officer with an implementation plan for any necessary corrective actions

I. Define records related to the OCI Avoidance Plan (e.g., training and audit records) that will be made available to the Government upon request.

Records of completed training through the University’s PEERRS modules will be available upon request.  Audits related to OCI resulting in findings of non-compliance will be made available to the Government upon request. 
III.
OCI IDENTIFICATION AND AVOIDANCE/MITIGATION:

A. Demonstrate an understanding of (1) OCI principles and (2) the types of OCIs and the types of harm that can result.  See FAR 9.5.  
The University will a) manage the existence of conflicting roles that bias judgment, and b) prevent an unfair competitive advantage. According to FAR 9.5, it is the University’s duty to prevent harm to the integrity of the competitive acquisition system and harm to the government’s business interest.  The University also maintains an OCI website for additional information (https://research-compliance.umich.edu/conflict-interest/organizational-conflict-interest-oci).
B. Specifically identify and address the potential OCIs that may be applicable to the contract and/or task order. OCIs include: unequal access to information, impaired objectivity, and biased ground rules. 
We do not expect any potential OCIs (e.g., unequal access to information, impaired objectivity, and biased ground rules) applicable to the contract and/or task order.

C. Describe the actions/procedures the contractor intends to take to mitigate the potential OCIs identified above.

[N/A or describe as applicable to the project.]
D. Describe the actions/procedures for how sensitive information will be protected and safeguarded.

[“This project has an IT Security plan in place that is designed to provide a base layer of protection for any, and all sensitive data.”  Add details of the plan.]
E. Describe any required organizational separation procedures (i.e., firewalls).

[N/A or describe as applicable to the project.]
F. Identify any potential OCIs created by the requirements of this contract and/or task order that the contractor intends to resolve using methods other than mitigation.   Describe the proposed strategies.

[We do not foresee any potential OCIs created by the requirements of this contract and/or task order that the contractor intends to resolve using methods other than mitigation. 
Or describe the potential OCI and proposed strategies.]
G. Describe specific plans to limit future competition in accordance with the NFS 1852.209-71, Limitation of Future Contracting clause, if applicable.  

[We are not required to prepare any specifications or statements of work incorporated into a solicitation.  The University competed for the current pending contract and will perform tasks as written in the contract.
Or describe the potential OCI and proposed strategies]  

IV.
DISCIPLINE FOR NONCOMPLIANCE:

A. Define any organizational and employee sanctions for violations of established OCI procedures/requirements/guidelines.
Violations of the OCI procedures as determined by the appropriate dean, director, supervisor, or Conflict of Interest Committee are subject to institutional sanctions up to and including termination of appointment in accordance with applicable disciplinary procedures.

Violations include but are not limited to situations in which:

1) A faculty or staff member knows of a situation that places him or her in a potential or actual conflict of interest, conflict of commitment, or OCI, but fails to disclose it fully, according to the policies of his or her unit; or

2) A faculty or staff member discloses a potential or actual conflict of interest, commitment, or OCI, but fails to abide fully by the required plan for avoiding or managing the conflict.

B. Describe all disciplinary actions up to and including termination.

Flagrant or repeated noncompliance (after notice) will be handled through University disciplinary procedures.  If the University determines that an employee’s undisclosed outside activity, relationship, or interest has resulted in bias to the design, conduct, or reporting of research, the University will promptly report the noncompliance to research sponsors and/or funding agencies, as required.  False, fictitious, or fraudulent statements or claims (including intentional omissions) in violation of this policy may result in criminal, civil, administrative, or University penalties.

V.
NON-DISCLOSURE AGREEMENT AND CLEARED AUTHORIZED
EMPLOYEES:
A. Include a Non-Disclosure Agreement that all employees authorized to have access to sensitive information to perform their duties under this contract and/or task order must complete.
[The Non-Disclosure Agreement is below.]
B. Include a Cleared Authorized Employees List of all employees who have signed specific non-disclosure agreements and have access to sensitive information to perform their duties under this contract and/or task order.
[Currently there is no identified sensitive information that requires U-M personnel to be added to the below CLEARED AUTHORIZED LIST.  If this changes, U-M will identify these individuals and update [project sponsor] as needed so that this can be added to the contract.
Or include the list of names below]
CLEARED AUTHORIZED EMPLOYEES LIST

	NAME
	ROLE

	
	

	
	

	
	

	
	

	
	

	
	


NONDISCLOSURE AGREEMENT

This Nondisclosure Agreement (AGREEMENT) is entered into between the [Regents of the University of Michigan] located at [1109 Geddes Ave, Ann Arbor MI 48109] (hereinafter referred to as “University of Michigan”) and [other institution] residing at [other institution location] 
Under contract [contract number] that_______, [project sponsor] has provided to [Regents of the University of Michigan] access to sensitive information as defined in [Cited regulation]. I acknowledge that I have received training on the [project sponsor]’s OCI Avoidance Plan and I agree to abide by the terms of the OCI Avoidance Plan.  Further, I agree to maintain this sensitive information in accordance with the [project sponsor] OCI Avoidance Plan. I will only grant access to sensitive information to authorized employees of [Regents of the University of Michigan].  I have been provided with a list of authorized employees that may receive this sensitive information.  I understand that failure to comply with University of Michigan’s plan may result in disciplinary action up to and including termination from the University of Michigan.
By:  
_____________________________



Printed Name





Title





Date
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